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Abstract

By packing their malicious executables, malware authors can be sure that when they are openedin a
disassembler they will not show the correct sequence of instructions, thus making malware analysis a
more lengthy and difficult process. Abhishek Singh provides a quick reference guide for unpacking
malware from some of the most commonly used packers.
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Conclusion

Malware authors utilize packers to make it difficult for their malware to be reversed - the packers
encode the original instructions. By packing a malicious executable, its author can be sure that when it
is opened in a disassembler it will not show the correct sequence of instructions. Packers add some
instructions at the top of the binary to unpack the executable. The process of decryption is performed
in memory at run time, and the state of the application is restored. Since packers work on a compiled
executable, the unpacking module must be independent of the original application.

One of the methods that can be used to locate the original entry point (OEP) of the file is to apply break
points on the following APIs:
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GetLoadLibraryA
GetVersionExA
GetEnvironmentA
LoadLibraryA
GetProcAddress
IniHeap

These APIs are called by the packers’ start-up routines in order to set up the execution environment.
When a breakpoint is applied to these routines, we are close to the OEP. When the break point triggers,
we can use step-by-step tracing to locate the initialization of the stack frame. The start of the function
can be recognized by the initialization of the stack frame.

push ebp
mov ebp, esp

The instructions shown above denote the start of the stack frame. Once these instructions are located,
the debugged process can be dumped to obtain the unpacked version of the file.

In the following sections we describe some common packers and the assembly instructions that can be
used to locate the OEP.

Manual unpacking

The purpose of this section is to provide a quick reference guide that will assist malware analysts in the
unpacking of malware and reduce the response time for malware analysis - the full technical details of
each packer have therefore been omitted.

ASPack

ASPack is an advanced Windows 32 executable compressor capable of reducing the file size of 32-bit
Windows (95/98/ME/NT/2000/XP/2003/Vista/7) programs by as much as 70%. It is also used by some
hackers to protect their programs.

To unpack ASPack, follow the first jmp, and follow JMP EAX. Later in the code you will find the following
instructions:

mov eax,1
retn 0C
push 0
retn

Once these instructions have been identified, as shown in Figure 1, a break point should be put on

RETN. When the break point triggers, we are at the OEP. The process can be dumped at this stage,
leaving us with the unpacked executable.
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UL
LER Eﬂﬂ.m PTR 5S:(
PUSH ECX
FUSH ERX

FF95 RSeFoeEe |CALL DWORD PTR SS: [(EEBF
QeIEB43H HOU DWORD PTR 5S5: [EEF+

“2E440) 8085 RDO4000Q LER ER-, DWORD PTR SS:(

JBIEE446| B0 PUSH ERX

FF95 RDEeFR202 | CALL DWORD PTR SS:[EBP

8985 90040000 |MOU DMORD PTR SS:([EEBP+
DOZ08453| 2080 BEO40O000 | LER Etx.m PTR S5S:(
Ba38E459| 51 FLISH
2O32E450| 58 PUSH EFI

FF95 ASOF ARR ra il lORn PTR SS: TFRP

Flgure 1 Instructions before the code is unpacked.

OllyScript code for the automatic unpacking of ASPack is shown in Figure 2. The instruction ‘findop eip,
#6800000000#’ locates the PUSH 0 instruction in a debugged process packed with ASPack. Once this
instruction is located, the debugger steps once to reach the RETN instruction. The debugger then steps
again to reach the OEP instruction. Once the OEP instruction is located the debugger steps once more
to reach the OEP. The debugged process can now be dumped to get the unpacked version of the file.

.........

findop eip, #6300000000#
go SRESULT

sti
sl
msg "OEP is found for ASPack "
rn

Figure 2. OllyScript code used to locate the OEP for ASPack.

KKrunchy

KKrunchy [1] is a small executable packer intended for 64k intros. It does not try to pack DLLs and
cannot handle exports or TLS. It performs a transform on the input code to allow it to compress better.
It will fill uninitialized data sections with zeros and then pack them together with the rest of the code.
KKrunchy is often used by malware authors to prevent AV analysts from reversing their code.

In order to unpack KKrunchy, put a break point on LoadLibraryA. When the break point triggers, step
the debugger and search for the initialization of the stack frame. Once the stack frame initialization is
complete, dump the debugged process. The dumped process is the unpacked version of the
executable.

PECompact v2.x

PECompact [2] is fully compatible with DEP and code signing, and provides support for Windows 7 and
Windows 2008. It provides a good compression ratio compared to other compressors such as ASPack.
The PECompact [3] loader consists of three components. The first is the SEH entry, which transfers
control to the second component, the loader decoder. The loader decoder decodes the code and
invokes the third component, the primary loader. The loader decoder is stored in the last section (or
the second-to-last section if relocations have been preserved). The primary loader exists in
uncompressed form at runtime in dynamically allocated memory. To hide the transfer of control, an
SEH frame is set up and there is an exception. The exception handler then modifies the code at the
exception address to a JMP and continues execution.
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Figure 3 shows PECompact’s exception handler. The instruction sequence ‘PUSH EAX, PUSH DWORD
PTR FS:[0], MOV DWORD PTR FS:[0], ESP’ sets up the SEH frame. The instruction ‘XOR EAX, EAX’ sets the
value in EAX to zero. The instruction ‘MOV DWORD PTR DS:[EAX], ECX’ triggers the exception.

) g
£ Fir

. B4:FF35 BWBGIIPUSH DWORD PTR FS: (8]

. B4: 8925 @0a081 NOY DWORD PTR FS:[8],ESP

#OR ERX, ERX
HOU DWORD PTR DS: (EAX),ECK

T Tl T e Byl =

Flgure 3. The PECompact exceptlon handler.

To unpack PECompact, follow the exception and step through the code until the instructions shown in
Figure 4 are observed. JMP EAX is the jump to the OEP.

| bintext.{Hodu Lk

s Il?l'll'l R‘VTF PTR NS FEaEMT .l
Flgure 4 PECompact instructions before unpacking.

Set a break point on JMP EAX, step once, and observe the initialization of the stack frame as shown in
Figure 5. Dump the process. The dumped process will be the unpacked executable.

L% CPU - main thread, module bintext

FUSH bintext. 00405200
FiJ'$H bintext, 30404384 JHP to msvert..
HOU ERX, DWORD PTR FS5:[8)

Flgure 5 Inltlallzatlon of the stack frame.

The logic shown in Figure 4 can be converted into script such as that shown in Figure 6 (the script is
available from Open RCE [4]).

sto

sto

sto

sto

S0

sto

esto

find eip, #8BCE5ASESFS95BS5DFFEDS
add SRESULT,08

bp SRESULT

run

bc SRESULT

sto

cmt eip,"This is a OEPI"

msg "OEP found, Dumped and fix IAT now!"

ret

Figure 6. OllyScript for PECompact.
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The instruction ‘find eip, #8BC65A5E5F595B5DFFEQ#’ locates the instructions ‘MOV EAX ESI, POP EDX,
POP ESI, POP EDI, POP ECX, POP EBX, POP EBP, JMP EAX’. Once these are located, the script steps once
at the JMP instruction and the debugger is at the OEP. The debugged process now can be dumped to
obtain the unpacked version of the file.

NSPack

NSPack [5] is capable of compressing EXE, DLL, OCX and SCRfiles. It also has the ability to compress 64-
bit executables. It provides support to compress files packed by other packers such as UPX, ASPack and
PECompact. It supports direct compression of directories or multiple files. This packer is quite
commonly used by malware authors.

As shown in Figure 7, the packer starts with the instructions PUSHFD, PUSHAD.

LI Ealy . ypeeEeEs=ees =

SUB EBP,7
LEH ECX,DWORD PTR S%5:([(EEP-ZR41]
CHP BYTE PTR DS:&E%élll

JE Unpack_H.B84&
MAl RUTE BTR Mo FTEQYT 1

Figure 7. The starting instructions for NSPack.

a1
42020000
(=]

Check for equivalent POPAD and POPFD instructions, as shown in Figure 8. The JMP instruction
follows. Put a break point on the JMP instruction. When the break point triggers, step once and dump
the process to obtain the unpacked file.

:E CPU - main thread madilsllnnacl A

FOFHD
POFFD
JHP anaqk.ﬁ18@4ﬁEEﬂﬂ

The abovementioned logic can be converted into the OllyScript shown in Figure 9. The instruction ‘find
eip, #619DE9%#’ locates the instruction POPAD, followed by POPFD, followed by a JMP instruction. Once
these are located, the code is debugged, step by step, until the JMP instruction is executed - the
debugger has then reached the OEP instruction. By using a plug-in like OllyDump, the process can be
dumped to obtain the unpacked version of the file.

sl

find eip, #619DE9%
go SRESULT

sto

S0

Slo

msqg "OEP for NSPack “
Figure 9. OllyScript used to locate the OEP for NSPack.

FSG 1.33

FSG stands for Fast Small and Good, and is currently used to pack various malware. It was originally
created to pack assembly demos. Since it has a small loader, it is one of the most desirable packers for
small executables.
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In order to obtain the unpacked executable file for FSG 1.33, put a break point on the LoadLibraryA
function, as shown in Figure 10.

| PLISH EBP

||"I:'J EEF,.E

| CHP MH'D PTR S5: [EEF+8],0

| PUSH EEX

| PUSH ESI

| JE SHORT kernel32.7C881D3C

F"USH kernel32.7C8RE150

FF7S @3 H DWORD PTR SS:LEEP+81]

FF1S AS13887C CﬂLL DWORD PTR DS:(<&ntdll._strcmpi>]

goCe | TEST _ERX,ERX

| POP ECK

POP ECX

| JE SHDRT kernel32.7CE8010RE

|PUSH @

| PUSH B

| PUSH DWORD PTR SS: [EBP+3] ;

IEE%L k?rnilai.LnldL brarvExA |
| POP EBX

|ASCIT "tw

éntdl!._!t]

| POP EBP
| RFTH 4

Flgure 10 The LoadLibraryA function in FSG 1.33.

When the break point triggers, step a few instructions below until the following instructions are seen:

dec byte ptr [esil

JZ  XXXXXXXX

PUSH ESI

PUSH EDP

CALL DWORD PIR D5:[EBX=4]

When JE Address triggers, we can observe the initialization of the stack frame. We are at the OEP, so

dump the process to get the unpacked version of the file.

Mg
DEC BYTE PTR DS: [ESI)
JE SHORT unpackme.BB47E03C
JHS SHORT unpackme.BB478053
INC ESI
LODS DWORD PTR DS:(CESI)
PUSH ERX

DEC BYTE PTR DS:[ESI]
JE unpackme. 88448300
PUSH ESI
FUSH E
CALL DNDHD PTR DS: [EBX+4]
0S _DWORD PIE = LBl

YOR ECX,ECX
INC ECK
EﬂLL DMDHD PTR DS:[EBX]

199G

Flgure 11. Instructions denoting the end of FSG.

FSG 2.0

For version 2.0 of the FSG packer, the instructions that indicate the end of the FSG stub are as follows:

move
inc
js
jnz
jmp

eax (edi)

eax

address

address

dword ptr [ebx+@Ch]
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In order to manually unpack a file packed with FSG 2.0, put a break point on LoadLibraryA and execute
the compressed file. When it breaks, clear the break point and execute until return (Ctrl -f9). Step
through the debugged application until the instructions shown in Figure 12 are reached.

WCHG EAR,EDI =
LODS DWORD PTR DS:([ESI)

PUSH EAX

CALL DWORD PTR DS:[EBX+10]

HOW ERX, DWORD PTR DS:(C(EDIJ
INC ERX

JS SHORT bintext.B04081C2
JNZ SHDRT bintext.00400104

| giu.ﬂ tFF'I.I}

e ?I:Q‘I?I:IEQ' ntdll.7?C
W TCOVBLTE ntdll.7C

B8411358 b |_.'.I ext.
1=FEC4

CALL DWORD PTR DS:[EBX+14)]
STOS DWORD PTR ES:LCEDI)
JHP SHORT bintext.084881CA
¥OR ECK,ECX e @
IHC ECH =.8
CALL DWORD PTR DS:LEBX] :
ADC ECK,ECH

CALL DWORD PTR DS:CEBX) 3
JB_SHORT bintext.0040010F 3 | EFL

Flgure 12 Instructlons reached before unpacking FSG 2.0.

0 @ LastErr ERROR_MOD_NOT_FOI

HE,E,BE, NS, P

epaRg2te (HU, HE,

Here, ‘JMP DWORD PTR DS: PTR [ebx+0Ch]’ is the jump to OEP. Once the JMP instruction is executed,
dump the process to get the unpacked version of the file.

UPX

UPX [6] stands for Ultimate Packer for eXecutables. It offers an excellent compression ratio which is
better than WinZip, Zip and GZIP. It also maintains a checksum for both compressed and
uncompressed files. It uses compression algorithms like UCL [7]. UCL has the inherent advantage that
the decompressor can be implemented in a few hundred bytes of code. Many malware families such as
Qakbot are packed using UPX. It offers very fast compression and decompression speeds: ~10MB/s on a
Pentium 133. It also offers support for LZMA compression and has support for BSD. LZMA
decompression is disabled on the 16-bit platform due to the slow decompression speed on older
platforms. It also provides support for two types of decompression routines. The first is the in-place
technique, which decompresses the executable in memory. In-place decompression is possible only for
some platforms. The extraction of a temporary file, even though it uses extra overhead, allows any
executable file format to be packed.

In order to unpack UPX using a manual approach, the end of the UPX routine must be identified. The
end of the UPX routine can be identified by the instructions CALL, POPAD and JMP, as shown in Figure
13. Put a break point on the JMP instruction. The JMP instruction will lead to initialization of the stack
frame. After the JMP instruction has executed, dump the process by using a plug-in such as OllyDump,
and the program is unpacked.

| JE

SHORT tnnbt ib.BB488SA8

HOU DWORD PTR DS: (EEX]),ERAX
RADD EBX, 4

Flgure 13 UPX end of routine mstructlons
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BPforPOPAD
BPforJMP
findoy elp, #t 15
mov BPforPOPAD, SRESULT
bp BPforPOPAD
FLn
fina e ﬂ!ﬂ. "+ : gies (s
mov BPforJMP, SRESULT
bp BEPforJMP
run
sh
msgq "OEP for UPX. Dump the Process”

Figure 14. The OllyScript used to unpack UPX.

The script shown in Figure 14 is the implementation of the logic used to locate the OEP. The instruction
‘findop eip, #61#’ locates the assembly instruction POPAD, sets a break point on it, and then executes

locates the JMP instruction and sets a break point on it. When the break point triggers, the debugger
steps once in the code and is at the OEP. The debugged process can be dumped to get the unpacked
version of the file.

PEDiminisher

PEDiminisher is a simple PE packer. It uses the aplib compression/decompression library. Many AV
engines have the ability to unpack files packed with PEDiminisher to check for malicious content.

The end routine for PEDiminisher is shown below:

pop EBP
POP EDI
POP ESI
POP EDX
POP ECX
POP EBX
JMP EAX

For unpacking, the end instructions must first be located in the packed file (as shown in Figure 15). JMP

EAX is the jump to the OEP. Set a break point at the JMP instruction, step once and then dump the
process to get the unpacked version of the file.
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1, BH
AOD BYTE PTR DS:([EEX], 8RR
ROL AX,3
¥CHG AL, RAH
INC EBEX s

LOOPD SHORT PEDimin i.B048E057
CALL PEDimini.B@848E16E

A0DD EDI.2

DEC BYTE PTR 5S:[EBP+483392]
JHZ SHORT PEDimin i.00840E036
CALL PEDimini.B8848E895

HOU ERX,DWORD PTR S55: (EEP+483395)
B, DWORD PTR S5: [EEP+48329R]

i

PEDimini.B0401000

SE9S THT I il : : LEBP+48329A]

JB| SBBS Fe334000 ESI,DWORD PTR 55: (EBP+4833Fe]
A4OEDAL| 33FF | WOR EDI,EDI
pa4oEonz] e3f2 | AOD ESI.EDH

Figure 15. The end instruction for PEDiminisher.

find eip, #5D5FSESAS95BFFED#
bp SRESULT

run

sh

sh

sh

sh

sh

sh

sh

msg "OEP found for PEDiminisher, Dump now!"

Figure 16. The OllyScript used to unpack PEDiminisher.

The instruction ‘find eip, #5D5F5E5A95BFFEQ#’ locates the instructions ‘POP EBP, POP EDI, POP ESI,
POP EDX, POP ECX, POP EBX, JMP EAX’. The script then steps through the debugger until it reaches JMP
EAX. Onceitis at JMP EAX, the code steps once and is at the OEP. The OllyDump plug-in can be used to
dump the process and we are left with the unpacked version of the executable file.

MEW

MEW [8] is an executable tool which was designed to handle small files. It works on 32-bit workstations
and uses the LZMA algorithm. It strips reloc tables, Delphi resources, and unused resources. Even
though it was designed to handle small files, it can compress large files as well.

The last instruction in the MEW stub, as shown in Figure 17, is RETN. After this instruction a jump to the
OEP takes place. Set a break point on the RETN instruction. When the break point is triggered, as shown
in Figure 17, step once and then dump the process to get the unpacked version of the file.
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=] 48 INC ERX A
| 69 FOP ECX

|~74 EC JE SHORT ®WORSearc. 8400108

|»79 87 JHS SHORT HORSearc.8@d4801F3

| AC LODS BYTE PTR DS:[ESI)

| SC o0 CHP AL.8

SHORT XURZearc.oo490lEC
G_ERX,ECH

CALL DWORD PTR DS:[EBX-C]
sTOS EJUI:IRD PTR ES:[EDI]
TEST EAX,ERX

I-.JHE SHORT XORSearc.0B48@1EZ

D‘S-: LEﬁKJ.I‘-’IL
ADD BYTE PTR DS:[EAX],AL
ADD BYTE PTR DS:[EAX], AL
ADD BYTE PTR DS:L[ERX], AL
ADD BYTE PTR DS:[ERX],AL
ADD BYTE PTR DS: [ERX],AL
ADD BYTE PTR DS:L[EAX],AL
ADD BYTE PTR DS:L[EAX],AL
ADD BYTE FTR DS: [EAX], AL
ADD BYTE PTR DS:[EAXI,AL

Aff DUTCE DTD MiC. rcmya LT

Flgure 17. The last instructions for the MEW packer.

The logic used to locate the OEP for MEW is shown in Figure 18. The code ‘findop eip, #C3#’ locates the
RETN instruction in the debugged process packed with the MEW packer. Once the RETN instruction is
located, the debugger steps once and is at the OEP. The OllyDump plug-in can be used to dump the
process and we are left with the unpacked version of the executable file.

Cag i |
=11

':I"-:'!{:'l- e|pl HOIH
go SRESULT

—.

msg "OEP found for MEW"
Figure 18. The OllyScript used to unpack MEW.

Conclusion

Reducing the time it takes to perform malware analysis is very important. For static analysis of
malware it is important that the malware is unpacked. There are many approaches to unpacking a
piece of malware - for example, it can be executed in a virtual environment and then we can capture a
memory snapshot of the executing malware. Once we get the snapshot, we can dump the unpacked
malware directly from memory. However, it is possible that not all of the code of the unpacked
malware will be in memory, so dumping a process from memory might not be an effective unpacking
method. Loading a packed malicious executable and executing step by step instructions in a debugger
is one of the best ways to locate the OEP and execute the malware. In this article we have provided
assembly instructions for the most commonly used packers which can be used to quickly unpack
malware. We have also provided OllyScripts for the logic to manually unpack the malware. This can
further aid in reducing response time for malware analysis.
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Throwback Thursday: Olympic Games
(/virusbulletin/2016/august/throwback-thursday-olympic-games/)

In 1994, along with the Olympic Games came an Olympic virus, from a group of Swedish virus authors
calling themselves ‘Immortal Riot’. Mikko Hypponen had the details.

Throwback Thursday: Holding the Bady
(/virusbulletin/2016/07/throwback-thursday-holding-bady/)

In 2001, ‘Code Red’ caused White House administrators to change the IP address of the official White
House website, and even penetrated the mighty Microsoft’s own IIS servers. In August 2001, Costin Raiu
analysed the Win32/Bady.worm,

The Journey of Evasion Enters Behavioural Phase
(/virusbulletin/2016/07/journey-evasion-enters-behavioural-phase/)

No malware author wants their piece of code to be easy to detect. Over time, several different
approaches have been put into action to detect malware, and in response, malware authors have put
into action different methods of evading them. This paper...

Throwback Thursday: You Are the Weakest Link, Goodbye! -
Passwords, Malware and You (/virusbulletin/2016/07/throwback-
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Have you heard the one about the computer user who used their pet’s name as their password? Just
like jokes, it seems the old ones and the obvious ones are considered the best when it comes to users
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selecting their passwords. Martin Overton looks at...

New Keylogger on the Block (/virusbulletin/2016/07/new-keylogger-
block/)

This paper provides an overview of the KeyBase trojan, both the keylogger itself and the server-side
management component. Additionally, we will look at an example of when this trojan was used.
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